M BTC.ARTIJOMS.AI

The Binance hack

the good, the bad, the ugly

THE GOOD

$2 o 2 billion

USDT and USDC frozen
by Tether and Circle

Data: btc.artjoms.ai — own index of raw Bitcoin,

THE BAD

$729 million

slipped into busy wallets
and mixed with other money

Ethereum and TRON blocks - analysis by Claude

ON-CHAIN TRACE - BITCOIN - ETHEREUM - TRON - 29 OCT 2026

USDT + USDC STOLEN - $3,311.2 MILLION

frozen - $2,203.5M

I mixed with other money - $729.0M

I still on TRON attacker wallets - $378.7M

THE UGLY

18,270 BTC

untouched in 19 wallets
everyone sees them, nobody can freeze them

M btc.artjoms.ai
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ON-CHAIN TRACE - BITCOIN - ETHEREUM - TRON

Binance hack, 29 Oct: every transfer we traced

Bitcoin, Ethereum and TRON on one slide — from the Binance wallets, wallet by wallet, to every end point. Data from btc.artjoms.ai only.

18,270.2 BTC

stolen + 0 of 19 wallets moved

M attacker addresses and what is still on them (frozen on Ethereum)

BITCOIN - 18,270.2 BTC - 20:20:06 UTC -

SOURCE

Binance.com

$2,203.5 million

$378.7 million $729.0 million

USDT/USDC frozen on Ethereum, of 2,698.5 million USDT on TRON still with the attacker (09:11 UTC) went to unlabelled addresses — our trace stops there

OWN SCALE

B unlabelled addresses and contracts — our trace stops here B Binance wallets

block 973,732 - state at block 973,797

ATTACKER 19 WALLETS — NONE HAS MOVED

belg@mte..£ihl2mnm

belqm3al. £6977s3h collsotianaddross « balanceTons . 401 belgBts8gafdhtOrrdud2hr56f8thndgscdkmkmiv3 1,000.0
. : B o2 bolgjwdwévrzgdvishckutvxduciBéawwv99mxnzTw 1,000.0
B 02 belgdfhmlrdvgdtm87zi10vyf0xflpSql50g3g88gw 1,000.0
B 04 bclgz8hdwyBgmmlBu9edsvnzsagzékriyzxmgxupdp 1,000.0
. B 105 belge3qrfrpsgShhzzndkp2xxOvlil7dgTtatsixp 1,000.0
82c0b6£2.. 7,636.8 B o5 bclgs3aejStmedzevetz8ydrijcxtygBy5385577556 1,000.0
'
B 07 belgséxnmhar38zdad4g2zad3dpv8ygdewurrh8187uldv 1,000.0 None of the 19 wallets has moved
. #08 belgm8v8B8m5iyekugfmyvaleemuycxgd3efzers2ls 1,000.0
W o9 bclgd2flhayrzy3zh8lkyevu8gejduurt9a3sulsyx 1,000.0 state at block 973,797 + every output unspent
> : 11 WITHDRAWALS PEEL CHAIN - 19 TX . #1080 belg2wvzBkesndhgmajwtey30ud27£125w8pveznnég 1,008.8 #01-#18 created in block 973,732 (20:20 UTC)
3bld3ded.. 4,696.6 B /11 belgalwnl7dtaa73fsq5tyn@ghfy3fgfpaktedteas 1,000.0 oo Wy
B ¢z belgfScyvvonsetx9xxIs3xwsnedz8Twyij918a35u 1,000.0 13N BIOEGCITE 8. L2040 UTC)
B +13 bclgn2iév324Tkhlwzx17p9vanfkghcllyhvoujaat 1,000.0 Bitcoin can’t be frozen — and none of it was spent.
574bc276.. 2,946.9 I B 10 belgxrxujwxEnvz040juTéed26zhidgsiuraThs968s 1,000.0
. #15 beclgg3nrzpuvg2pxgx74terywr@9dc208ze96n3t53 1,000.0
sde2320e.. 1,409.5 [l B ¢ belgepe70ulud76vavedhfenigudmecxe2uchsdlag 1,000.0
+7 smaller 1,580.4 . M 417 bclgngoij9imli3945m318s0kxngehrsgalookatas 1,000.0
W #18 belgrgB25elpgxBruyaZkpgti3o972p6ditohnezyt 832.5
mm 19 belgxgBldpbxc5Bzuv9cl5E010wmaxjpgBwecy7s9ra 437.7
ETHEREUM - 1,875.5 MILLION USDT + 823.0 MILLION USDC : FROM 20:24:23 UTC frozen 2,203.5M - trace stops at 495.0M
SOURCE MAIN ADDRESS HOP 1 HOP 2 HOP 3 HOP 4 HOP 5 HOP &
0x5227..2f8¢"
main attacker address
FROZEN IN PLACE
1,998.5M
1,175.5M USDT + 823.0M USDC . 0xbeef..c555
Binance 14 Tether 21:01:35 - Circle 21:04:59 145.0M « no label - ~29,000 transfers
0x28c6h...1d60 Ox0000._e69d
LA19, M USDT - 3 IX - 100.0M - no label - ~10,900 transfers
0x9749..c762 0x74ed..bdd9
6 TRANSFERS 500.0M ™ 50.0M . no label - ~200 transfers since 19 Oct
2 min 24 s too late 0x9h13..3h82
™ 28.6M - nolabel - ~5,500 transfers
Binance 16 - 55.7M USDT - 1tx mm _ execdf.ch22
1.4M - no label - ~3,000 transfers
0xee7a..4055
no label in our catalog 0x811f..e84c 0xaa24..54a0
P g, B o [ 275.0m - FROZEN
not blacklisted caught after 6 min 36 s
0x0dd£..697¢ 0x8d53..639a 0x77ed..c3eb Ox Tapdizes i i— b
T l T . 130.0M B 50.0M = 30.0M . = 30.0M - FROZEN.
R e Lt not blacklisted 1 min 24 s too late 36 s too late caught after 2min 48 s

TRON - 612.7 MILLION USDT - 20:22:45 UTC

SOURCE

Binance hot wallet
TDgSqu...hSCf
612, 7M USDT - 1 tx

MAIN ADDRESS HOFP 1

TG5iBMQPxDzJJAUMBGMVBE1lhRaJlwvzsGi
main attacker address

STAYS 312.7M - not moved by 09:11 UTC

__ ~Bcontracts - g;%::?’}'..ﬁsﬁat - ~8 contracts i ~8 contracts
10.0M - one transaction 2 contra 50.0M - one transaction 50.0M - one transaction
~500,000 transfers

still with the attacker 378.7M - trace stops at 234,0M . data until 09;11 UTC

HOF 2

- TCzBTkqné6yApgbYoPezaEQosM5DAdTY62
66.0M - HELD - fresh wallet, not moved

. TSUUVjysXV8YqHytSNEkNXnnB49QDvZpx
199.0M - no label - long-running

300.0M - splitter - 20:45=21:16 TVjuTE3V5bMVdpENhid8kD2v35T2k1ulBr

I TPBkS{kCMn2ckrMuAP8n2315d ] bw76bKNA

33.0M - no label - long-running

TFGDbUyP8xez44C76£in3bn3Ssé6jugolnd
2.0M - no label - long-running

TXJIgMdjVX5dKiQali9QobwNxtSQaFqccvd
0.01M - a test transfer - long=running

Band width = amount. USDT and USDC in millions {1,875.5M = $1.88 billion), one scale for Ethereum and TRON; Bitcoin has its own, Grey did not leave the blockchain: it went into unlabelled addresses and contracts that move a lot of other money, and we stop tracing there. “... too late” —

Tether’s blacklisting came after the wallet was already empty.

Source: btc.artjoms,ai — own index of raw blocks - Bitcoin at block 973,797 - Ethereumn at block 26,305,163 - TRON at block 87,559,363 (09:11 UTC 30 Oct; the node stalled after that) - exact on-chain amounts - freezes: Blacklisted (Circle) and AddedBlackList (Tether) events -
labels: Binance.com — GraphSense, Binance 14 and 16 — Etherscan snapshot 2023 in our catalog, TRON hot wallet — from our own chain data

From other systems: * the starting address 0x5227...2f8c came from public reports with Etherscan links; everything after it was traced in btc.artjomns.ai - ® that Oxee7a...4055 belongs to Binance comes from public reporting; our catalog has no label for it [ | btc.artioms.ai



B BTC.ARTJOMS.AI ON-CHAIN TRACE - BITCOIN

Binance hOt-Wallet haCk: Where the bitCOin Went STOLEN IN BLOCK 973,732

29 Oct 2026. 11 withdrawals, one attacker address, a 19-transaction peel chain, 19 wallets. I 8 2 70 2 BTC

= $1.4 bn at 30 Oct prices (CoinDesk)

30 29 28 min 0 of 19

transactions; theft + split of them in block 973,732 theft — last of 19 wallets wallets have moved funds
SOURCE ATTACKER DESTINATION
Binance hot wallet Collection address 19 wallets — none has moved
bclgm34lscb65zpw791xes69zkgmkbee3ewt0j77s3h bclqOmtc2f5agpkvlgébhhahmir3hlr55kyfjhl2mnm BTC - state at block 973,783 - 30 Oct 2026, 06:02 UTC
wallet btc-w-604277115 - tag Binance.com received 18,270.2 BTC in 11 tx - balance now 0 #01-#18 created in block 973,732 (20:20 UTC) - #19 in 973,738 (20:48 UTC)

. #01 bclqOts8gafohtOrrdu@2hr56£8thndgscdkmkmiv3 1,000.0
I #02 bclgiwdwévrzgdvibhckutvx4ucj8eawwvIImxnz7w 1,000.0
I 103 beclgdfhmlrdvgdtm87zjlovyfoxflp5ql50q3g88gw 1,000.0
l #04 beclgz8hdwv8gmmlOu9bdsvnzsagzekrjyzxmgxupdp 1,000.0
82c0b6f2. 7,636.8 . #05 bclgé3qrirpsgbhh@zzn3kp2xx9v1ljl7dq7tatsixp 1,000.0
I #06 bclgs3aejStmedzOvetz8y9rjextxg8v5385577s56 1,000.0
I #07 beclgsexnmhar38z44g2za93pv8ygdewurrh8l87w3v 1,000.0
I #08 bclgm8vB8mSiyekuq9myvaZeemwycxqd3eBzcrs21s 1,000.0
. #09 beclgd42flhayrzy3zh8lkyevw8gcjduurt9a3swlsyx 1,000.0
sbidided. 4,696.6 A2 WITHORAWALS *BA8 18 UTS SAELCHARN =% 1% B 1o bcilg2wvzekesndhgmajwtey3eud27£125w8pveznne 1,000.0
I #11 beclgalwnl7dtaa73fsq5tyn0ghfy3fgfpgkta9tcad 1,000.0
I #12 bclgf5cyvvow50tx9xx9s3xwsne0z87wvij918a35u 1,000.0
§74bc276..  2,946.9 I l #13 bclgm2jév3247khlwzx17p9vgnikghcllyhv9wjaat 1,000.0
l #14 belgxrxujwxfnvz040ijw76d26zhjdgsjura7hs968s 1,000.0
5de2320e.. 1,409.5 I . 15 beclgg3nrzpuvg2pxqx74tcrywr09dc208ze96n3t53 1,000.0
d3084140.. 773.1 | B ¢ bclgepc70u3ua7évgvashfewigudmecxe2uchsalag 1,000.0
e igg:gfé B 7 bciang6ii9inl£3945m318s0kxngehrsga30katss  1,000.0
. #18 bclgrgd25e2pgxBrwyalkpgtj30972p6d4jtohnézyt 832.5
B 19 bclgxg0l4pbxch0zuv9clsf010wmaxipg8wey7s9ra 437.7

+ dust from third parties on 16 of 19 wallets (27,642 sat), not shown

HOW THE SPLIT WORKED
The largest withdrawal, 7,636.8 BTC, was peeled 1,000 BTC at a time: 7 hops, each to a fresh address, all in the same block.

7,636.8 6,636.8 5,636.8 4,636.8 3,636.8 2,636.8 1,636.8 636.8
® O ® ® ® ® e .
foimi fhsatiicker sildrass sweep: + 53.0 and 142.7 from other branches - 832.5 BTC
1,000.0 1,000.0 1,000.0 1,000.0 1,000.0 1,000.0 1,000.0 832.5
02 #03 #04 #05 #07 08 29 #18

Source: btc.artjoms.ai — own index of raw Bitcoin blocks - state at block 973,783 (30 Oct 2026, 06:02 UTC) - exact on-chain amounts - Binance label: public tag m btc.artjoms.ai
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Binance hack: the USDT and USDC trail, wallet to wallet

29 Oct 2026. 1,875.5 million USDT and 823.0 million USDC: from Binance 14, Binance 16 and Oxee7a...4055 to every end point — 6 hops, 10

attacker wallets.

B attacker wallets and frozen funds

SOURCE

Binance 14
0x28¢6...1d60
1,819.7M USDT - 3 tx

6 TRANSFERS

Binance 16 - 55.7M USDT - 1tx [l

Oxee7a..4055
no label in our catalog
823.0MUSDC - 2 tx

B unlabelled addresses and contracts — our trace stops here

B Binance wallets

MAIN ADDRESS HOP 1

0x5227..2£8¢"
main attacker address

FROZEN IN PLACE

1,998.5M

1,475.5M USDT + 823.0M USDC
Tether 21:01:35 - Circle 21:04:59

0x9749..c762
500.0M
2 min 24 s too late

Ox0ddf..697e
200.0M
8 min 48 s too late

HOP 2 HOP 3

145.0M - no label - ~29,000 transters
0x0000..e69d
100.0M - no label - ~10,900 transfers
Ox74ed..bdd9

L 50.0M - no label - ~200 transfers since 19 Oct

0x9h13..3h82
28.6M - no label - ~5,500 transfers

Oxecdf..ch22
1.4M - no label - ~3,000 transfers

0x811f..e84c Bxaa2d..54a0
175.0M 175.0M - FROZEN

not blacklisted caught after 6 min 36 s

I 0xbeef..c555

130.0M

I 0x77ed..c3eb
not blacklisted

0x8d53..63%9a

190.0M

48 s too late

0x2387..086a
B 60.0M - contract

~500,000 transfers

~8 contracts
10.0M - one transaction

HOP 4

ON-CHAIN TRACE - ETHEREUM

FROZEN BY THE ISSUERS

5 203 s 5 million

of 2,698.5M stolen on Ethereum + 81.7%

HOP 5 HOP &
Ox7aad. bfdl Oxcche..a263 0xb171..c8¢c3
80.0M = 30.0M == 30.0M - FROZEN
1 intoa s too Lhte 36 s too late caught after 2 min 48 s
~8 contracts ~8 contracts
|

50.0M - one transaction 50.0M - one transaction

Amounts in millions of USDT/USDC (1,875.5M = $1,88 billion), band width = amount. Grey did not leave the blockchain: it went into addresses and contracts that move a lot of other money, and we don’t know whose they are, “... too late” — Tether’s blacklisting came after the wallet was already

empty. Full addresses are on the end-point list slide,

Source: btc.artjoms.ai — own index of raw Ethereum blocks - state at block 26,305,163 - exact on-chain amounts - freezes: Blacklisted (Circle) and AddedBlackList (Tether) events - Binance 14 and 16 labels: Etherscan snapshot 2023 in our catalog

From other systems: ! the starting address 0x5227...2f8c came from public reports with Etherscan links; everything after it was traced in btc.artjoms.ai - 2 that Oxee7a...4055 belongs to Binance comes from public reporting; our catalog has no label for it

B btc.artjoms.ai
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Binance hack: the TRON USDT trail, wallet to wallet

29 Oct 2026. 612.7 million USDT: one transfer, the main address, a splitter, 5 end points.

B attacker wallets and funds still there [l unlabelled addresses — our trace stops here B Binance wallet

SOURCE MAIM ADDRESS HOF 1

TG5iBMQPxDzJJAUMBGMVBE1hRallwvzsGi
main attacker address

STAYS IN PLACE

312.7M

not moved by 09:11 UTC
no freeze in our data

Binance hot wallet
TDgSqu...hSCf - 612, 7M USDT - 1 tx 1 TRANSFER - 20:22:45
label from our own chain data

TPBkSjkCMn2ckrMuAP8n2J1idjbw76bKNA
300.0M - splitter - 20:45-21;16

Amounts in millions of USDT (612.7M = $612.7 million), band width = amount. TRON data ends at 09:11 UTC on 30 Oct — the node stalled; TRON freeze events do not reach the live layer yet.

Source: btc.artjoms.ai — own index of raw TRON blocks - state at block 87,559,363 - exact on-chain amounts - Binance label derived from our own chain data - wallet roles are our reading of the flows

HOP 2

ON-CHAIN TRACE - TRON

STILL WITH THE ATTACKER

78 ® 7 million

of 612.7M USDT - as of 09:11 UTC 30 Oct

TCzBTkqné6yApgbYoPezaEQosM5DAdT7Y62
66.0M - HELD - fresh wallet, not moved

TSUUV{ysXVBYqHytSNjfkNXnnB49QDvZpx
199.0M - no label - long-running

TVjuTE3V5bMVdpENhid8kD2v35T2k1ulBr
33.0M - no label - long-running

~ TFGDbUyP8xez44C76fin3bn3Ss6jugolnd

2.0M : no label « long-running

TXJgMdjVX5dKiQali9QobwNxtSQaFqccvd
0.01M - a test transfer « long-running

B btc.artjoms.ai
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Binance hot-wallet hack: where the USDT and USDC went

29 Oct 2026. 3 source wallets, one attacker address, 9 more attacker wallets, 12 end points.

2,203.5M 495.0M 10 37 min

frozen by Tether and Circle - 81.7% went to unlabelled addresses attacker wallets - 8 blacklisted first transfer = first freeze
SOURCE ATTACKER
Binance wallets Main address
Binance 14 - Binance 16 - Oxee7a.40552 Ox52271603c1lee34ce3cObefesd77003bdicch2fsct
6 transfers, 20:24-21:44 UTC in: 1,875.5 USDT + 823.0 USDC : frozen at 21:01:35

FROZEN IN PLACE

Binance 14 - 3 tx 1,819.7
6 TRANSFERS - 3 WALLETS
Binance 16 - 1 tx 55.7 —
Oxee7a..40552 - USDC 823.0

ONWARD - 2 WALLETS

HOW THE CHAIN WORKED

ON-CHAIN TRACE -

ETHEREUM

STOLEN ON ETHEREUM

2,698.5.

1,875.5 USDT + 823.0 USDC - 6 transfers

DESTINATION

12 end points — 3 frozen, 9 lost from view

M USDTfUSDC - block 26,305,163 - #NN = drops in the chain below

B on attacker addresses, frozen [l went to unlabelled addresses

H#o1

2

#B03

1FE

#0095

G

#07
. #08
#E9
#10
#11

#12

0x5227f603clee34ce3c06efe6477003bdfcch2f8c?
the main address itself — frozen: Tether 21:01:35, Circle 21:04:59
1,175.5 USDT + 823.0 UsDC

Oxaa246bf639586a6bad6762d378ce50cadichH54a0
Oxb171caB6£82070282138352f£7111b494060c8c3
Oxbeefd2961503351625926ea%allael3b29£5c555
Ox00000EOR0Bbe226afde21672a5ed4adc45692e69d
Ox74edc79feal3bdf1£7841570227127cec493bdd9
0x9b1303ebfB9bc51b7fac376c9e421e8daaeb3b82
Oxecd4fb7e7c35c241e1138a2d8cfbb09f3adlicch22
0x23878914efe38d27c4d67ab83ed1b93a74d4086a
~8 contracts in one transaction

~8 contracts in one transaction

~8 contracts in one transaction

1,998.5M

175.0M
30.06M
145.0M
100.0M
50.0M
28.6M
1.4M
60.06M
10.0M
50.6M
50.0M

Two branches left the main address at 20:30-20:33. Tether blacklisted 7 of these wallets one by one between 21:01 and 21:19 — five were already empty. Red under a wallet: how late the blacklisting came.

Bx9749..c762 0x811f..e84c Bxaa24..54a0 0x0ddf..697e Bx8d53..63%a
2 min 24 s too late never blacklisted frozen 8 min 48 s too late 48 s toa late

500.0M 175.0M 175.6M 200.0M 190.0M

from 0x5227.2£8c1 ﬁ from 0x5227.2£8c1 Tl_l

325.0M 175.0M 10.0M 60.0M
#04-#08 - 5 addresses #02 - frozen #10 - -8 contracts #09 - 0x2387...086a

0x77ed..c3eb BxT7aad..bfdl Bxcche..a263 Bxb171..c8c3
never blacklisted 1 min 24 s too late 36 s too late frozen
130.06M 80.0M 30.0M 30.0M
@ L

50.0M 50.0M
#11 -+ -8 contracts #12 -+ -8 contracts

Source: btc.artjoms.ai — own index of raw Ethereum blocks - state at block 26,305,163 - exact on-chain amounts, M USDT/USDC - freezes: Blacklisted (Circle) and AddedBlackList (Tether) events - Binance 14 and 16 labels: Etherscan snapshot 2023 in our catalog - wallet roles are

our reading of the flows

From other systems: * the starting address 0x5227...2f8c came from public reports with Etherscan links; everything after it was traced in btc.artjoms.ai - ? that Oxee7a...4055 belongs to Binance comes from public reporting (Etherscan: Binance Hot Wallet 34); our catalog has no

label for it

30.0M
#03 - frozen

btc.artjoms.ai
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Binance hot-wallet hack: where the TRON USDT went

29 Oct 2026. One transfer, one attacker address, one splitter, 6 end points.

378.7TM 234.0M 54 min 0

ON-CHAIN TRACE - TRON

STOLEN ON TRON

612.7.

USDT - one transfer at 20:22:45 UTC

still on attacker addresses at 09:11 UTC went to 4 long-running addresses theft = last move out freezes in our data
SOURCE ATTACKER DESTINATION
Binance hot wallet Main address 6 end points — 2 still held, 4 lost from view
TDqSquXBgUCLYvYC4XZgrprLK589dkhSCE TG5iBMQPrDz]JAUMBGMYVBI1hRaJlwvzsGi M USDT - block 87,559,363 (09:11 UTC) - #NN = drops in the chain below
label derived from our own chain data - 612.7 USDT in 1 tx received 612.7 in 1 tx - still holds 312.7 B on attacker addresses [ went to unlabelled addresses

#01 TG51BMQPrDzJJAUMBGMYBIlhRallwvzsGi 312.7M
the main address itself — not moved by 09:11 UTC

STAYED IN PLACE

hot wallet - 1 tx 612.7 1 TRANSFER - 20:22:45 I #02 TCzBTkgnébyApqbYoPezaEQosM5DAdTY62 66.0M
#03  TSUUVysXV8YqHytSNiTKNXnnB49QDVZpx 199.0M
VIA THE SPLITTER
. #04 TVIJuTE3V5bMVdpEINhid8kD2v35T2k1ulBr 33.0M
~ #05 TFGDbUyP8xez44C76fin3bn3Ss6jugolnd 2.0M
T o6 TXJgMdjVX5dKiQali9QobwNxtSQaFqccvd 0.01M

HOW THE SPLIT WORKED

The splitter received 300.0 and passed it on between 20:45 and 21:16: 234.0 into 4 long-running addresses, 66.0 into a fresh wallet that has not moved.
No freeze events on TRON in our data: TRON issuer events do not reach the live layer yet. TRON data ends at 09:11 UTC on 30 Oct — the node stalled.

TG5iBM..zsGi TPBkS]..bKN4 TCzBTk..7Y62
main address splitter fresh wallet
612.7M 300.0M 66.0M
from TDgSqu..hsSCE
||
312.7M 234.0M 66.0M
#01 - stayed in place #03-#06 - 4 addresses #02 - not moved

Source: btc.artjoms.ai — own index of raw TRON blocks - state at block 87,559,363 (09:11 UTC 30 Oct; the node stalled after that) - exact on-chain amounts, M USDT - Binance label derived from our own chain data - wallet roles are our reading of the flows

B btc.artjoms.ai
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ON-CHAIN TRACE - BITCOIN - ETHEREUM - TRON

Binance hack: what was taken and what was stopped

From 20:20 UTC on 29 Oct 2026 Binance hot wallets on three chains sent their funds to fresh addresses. Tether and Circle then froze what
they could still reach. Bitcoin, USDT and USDC from our own index. Two facts come from other systems: they are marked * 2, with notes at

the bottom.

3,311.2M

USDT and USDC stolen on Ethereum and TRON

WHAT HAPPENED, MINUTE BY MINUT
20:20:06 BITCOIN
20:22:45 TRON
20:24:23 ETHEREUM
20:30-20:33 ETHEREUM
20:41-20:59 ETHEREUM
20:45-21:16 TRON
21:81:35 FREEZE
21:01-21:19 FREEZE
21:04, 21:44 ETHEREUM
22:06-23:54 FREEZE
30 Oct NOW

USDT and USDC on Ethereum - 66.5% of the stolen stablecoins

FROZEN BY THE ISSUERS

2,203.5.

18,270.2 BTC

stolen « 0 of 19 wallets have moved funds

729.0M

E - UTC

USDT moved on before it could be frozen

378.7M

USDT on TRON held by the attacker - no freeze in the data

11 withdrawals send 18,270.2 BTC from the Binance.com wallet to one new address. In the same block they are split across 18 fresh wallets, 17 of them with 1,000 BTC each; the 19th

wallet follows 28 minutes later.

Binance's hot wallet sends 612.7M USDT to a new address in a single transfer.

Binance 14 sends 1,615.4M USDT to new address 0x5227...2f8c1. 24 seconds later Binance 16 adds 55.7M.

The attacker moves 700.0M USDT on to two new wallets, 500.0M and 200.0M, and starts splitting it.

823.0M USDC arrive at 0x5227...2f8c from wallet Oxee7a...4055, in two transfers of 780.0M and 43.0M.

300.0M USDT leave the TRON address through a splitter wallet: 234.0M end up in long-running addresses, 66.0M stay in a fresh wallet.

Tether blacklists 0x5227...2f8¢ with 971.1M USDT inside. At 21:04:59 Circle blacklists it with 823.0M USDC inside.

Tether blacklists 7 more wallets on the traced trail, one by one. Five are already empty, two still hold 175.0M and 30.0M.

Binance 14 sends 204.3M more USDT to 0x5227...2f8c, which is already frozen.

Tether and Circle also blacklist the two wallets the funds came from: Binance 14 and Oxee7a...40552,

The 18,270.2 BTC have not moved. The 378.7M USDT on TRON had not moved by 09:11 UTC, where the TRON data stops. The data holds no freeze on TRON.

WHAT WAS TAKEN AND WHAT HAPPENED TO IT

All the USDC was stopped, three quarters of the USDT, and nobody has touched the bitcoin

B frozen by the issuer B held by the attacker, not moved

USDC - Ethereum
stolen 823.0M

USDT - Ethereum
stolen 1,875.5M

USDT - TRON
stolen 612.7M

BTC - Bitcoin
stolen 18,270.2 BTC

moved on before it could be frozen

823.0 - 100%

378.7 - 61.8% 234.0

18,270.2 BTC - 100% - own scale

RACE AGAINST THE FREEZE - USDT ON ETHEREUM

378.7M sit in two wallets created during the hack. The
data holds no freeze events on TRON.

Each row is one attacker wallet. The bar shows how long money sat in it; the red line is the moment Tether blacklisted it

Five wallets were already empty when the blacklisting came, between 36 seconds and 9 minutes too late. Two were caught with money inside. Amounts in millions of USDT.

I funds in the wallet H frozen | blacklisting: T — Tether, C — Circle

0x5227f603clee34ce3cbbefes477003bdfcch2f8e
main address - 1,875.5 USDT + 823.0 USDC in

0x9749292d74£d460982d0912ea9515ea24736c762
500.0 from the main address

Bx0dd £0480816e6bch2c1£5d190d221fhal320697e

200.0 from the main address 10.0 split over -8 contracts, 190.0 on
0x8d53903625h8e839h9dfabd28h0efblcd6bB639a empty 48 s before the blacklisting

|
190.0 from Ox0ddf.,..697e 60,0 to contract 0x2387...086a, 130.0 on
0x811£15855476156ehf86ba3b84fafh8ceaade8dc never blacklisted

I

175.0 from 0x9749...c762 175.0on at 21:08
0x77edef23fbd05921c26fe29fcc3a65e14d2ac3eb — never blacklisted
130.0 from 0x8d53...63%a 50.0 split over ~8 contracts, 80.0 on
0x7aa4d3029ed4chade?16300014ad95h6d6c03bidl _ empty 1 min 24 s before the blacklisting
80.0 from Ox77ed...c3eb 50.0 split over -8 contracts, 30.0 on
Oxaa246bf639586a6bad6762d378ce50cadfcb54a0 frozen 175.0
175.0 from 0x811f...e84c caught after 6 min 36 s in the wallet
Bxcchef95633adb5cd2b5038db5a38d77e726ca263 o empty 36 s before the blacklisting
30.0 from Dx7aad...bfdl 30.0on
0xb171caB6£82070282138352££7111b494060c8c3 frozen 30.0
30.0 from Dxccbe...a263 caught after 2 min 48 s in the wallet
ETHEREUM - WHERE 495.0M USDT WENT TRON - 612.7M USDT SOURCE WALLETS

325.0 —into 5 long-running addresses, each with thousands of transfers since

summer 2026 or earlier

110.0 — three times split in one transaction across ~8 contracts: 10.0 + 50.0 +

50.0

20:20 20:30 20:40 28:50 21:00 21:10 21:20

21:30 21:40 21:50 UTC

Circle blacklisted the address 23.6 min after the first
USDC arrived. Not one USDC left it.

Frozen: 1,175.5M on the main address, 175.0M and
30.0Min two later wallets.

19 wallets: 17 of 1,000 BTC, 832.5 and 437.7. Bitcoin
can't be frozen — yet not one satoshi has moved,

f 3 C
frozen 1,175.5 USDT - 823.0 USDC
700.0 USDT left at 20:30-20:33

empty 2 min 24 s before the blacklisting
325.0 to long-running addresses, 175.0 on

empty 8 min 48 s before the blacklisting

Binance's hot wallet sent 612.7 in a single transfer at 20:22:45
378.7 sit in two fresh wallets: 312.7 and 66.0
234.0 went into 4 long-running addresses within 54 minutes

No freeze events on TRON in the data yet: this chain's issuer events don't reach the live layer.

60.0 — into one contract with half a million transfers since 2023

None of these addresses has a label in the catalog: from here the trail joins general

circulation. Full addresses below.

ALL ADDRESSES

Ethereum

SOURCES

Binance 14 - 1,819.7 USDT out
Ox28c6c06298c514db089934871355e5743bE21d60

Binance 16 - 55.7 USDT out
Oxdfd5293d8e347dfe59290efd55b2956a1343963d

no label in the catalc)g2 - 823.0 USDC out
Dxee7aeB85f2fe2239e27d9c1e23fffe168d63b4055
ATTACKER WALLETS

All 10 with full addresses in the race table above.

WHERE 385.0M OF IT WENT

145.0 USDT in « since 2025 + ~29,000 transfers
Oxbeefd2961503351625926e2a%311ae13b29£5c555

100.0 USDT in - since Aug 2026 + ~10,900 transfers
0x00000000E0be226atde21672a5e4adc45692e69d

60.0 USDT in - since 2023 - ~500,000 transfers
0x23878914efe38d27c4d67ab83ed1b93a74d4086a

50.0 USDT in - since 19 Oct 2026
Bx74edc79feal3bdf1£7841570227127cecd93bddd

28.6 USDT in - since Jul 2026 - ~5,500 transfers
Ox9b1303ebf0%bc51bTiac376c9e421e8daaeb3b82

1.4 USDT in - since Jul 2026 - ~3,000 transfers
Oxecdfbh7e7c35c241e1138a2dBctbbo9f3adlcch22

TRON

SOURCE

Binance hot wallet - 612.7 USDT out
TOgSquXBgUCLYvYCAXZgrprLK589dkhSCE
ATTACKER WALLETS

main - 612.7 in, 312,7 still there
TG5iBMQPrDzJJAUMEGMYBE1hRaI 1wy zsGl

splitter - 300.0 in, all sent on
TPBKSkCMn2ckrMuAP8n2]1id jbw76bKNS

parked - 66.0 in, still there
TCzBTkgnobyApgbYoPezaEQosM5DAdTYE2
WHERE 234.0M WENT

199.0 USDT in - long-running
TSUUVysXVBYqHytSNEkNXnnB49QDvZpx

33.0 USDT in - long-running
TVJUTE3VSbMVdpENhidBkD2v35T2k1ulBr

2.0USDTin - long-running
TFGDbUyPBxezd44C76£in3bn3Ss6jugolnd

0.01 USDT in (a test) - long-running
TXIgMdjVX5dKiQali9QobwNxtSQaFgccvd

Binance 14 - 1,819.7 USDT in 3 transfers
Binance 16 - 55.7 USDT

Oxee7a...40557 (no label in the catalog) - 823.0 USDC
Binance.com btc-w-604277115 - 18,270.2 BTC in 11 withdrawals

The issuers also blacklisted both source wallets on Ethersum; Binance 14 — Tether at 22:06,

Circle at 23:53; Oxee7a...4055 — Circle at 23:54,

Bitcoin
SOURCE AND COLLECTION

Binance.com - btc-w-604277115 - 18,270.2 BTC out
belgm34lsch5zpw79lxesb9zkgnkbee3ewt0i77s3h

attacker collection - bte-w-715435127 : balance now 0

belgBmtc2i5agpkvlgshhahmir3hlr5skyfihl2mnm

19 WALLETS HOLDING THE BTC - NONE HAS MOVED

bclgots8gafohtorrdud2hrsefsthndgscakmkmty3
belgjwdwsvrzgdviehckutvxducjBbamwuIImxnzTm
bclgdfhmlrdvgdtm87zlovyioxflp59156093g88gw
bclgz8hdwyvBgmmlou9édsvnzsagzekrjyzxmgxupdp
bclgb3grfrpsgShhBzzn3kp2xx9vljl7dg7tatsixp
belgs3aejStmedzOvetz8y9rjextxg8v5385577556
bclgséxnmhar3Bz44g2za93pvBygdcwurrh8187w3v
bclgm8vBBmsIyekugImyvaZeemwycxgd3e@zcrs2lg
belg4a2flhayrzy3zhslkyevwBgcjduurt9a3swlsyx
belg2wvzBkesndhgmajwtey30ud271125w8pveznnb
bclgalwnl7dtaa73fsg5tyndghiy3fgfpgkt69tcad
bclgfscyvvIws0tx9xx9s3xwsnedz87wv]jj918a35u
bclgm2jév3247khlwzxl7p9vgnikghcllyhvowjaat
belgxrxujwxfnvz040jw76d26zhjdg5jura7hs968s
beclgg3nrzpuvg2pxgx74tcrywr09dc208ze96n3t53
bclgepc7Bu3ud76vgvg3hfcwjgudmecxe2uchsdlag
belgngéijoimlE3o45m318s0kxngehrsga30okst3s
bclgrgd25e2pgxBrwyakpgti30972p6djtohnbzyt
bclgxgBldpbxc58zuvPcl5E01l0wmaxjpgBwey7s9ra

1,000.
1,000.
1,000.
1,000.
1,000.
1,000.
1,000.
1,0800.
1,000.
1,000.
1,000.
1,000.
1,000.
1,000.
1,000.
1,000.
1,000.

832.

437.

Source: btc.artjoms.ai — own index of raw blocks - Bitcoin at block 973,797 - Ethereum at block 26,305,163 - TRON at block 87,559,363 (09:11 UTC on 30 Oct; the TRON node stalled after that) - exact on-chain amounts, M USDT/USDC - freezes: Blacklisted (Circle) and AddedBlackList

(Tether) events from the issuer layer

Labels in the btc.artjoms.ai catalog: Binance.com on Bitcoin — GraphSense public tag pack - Binance 14 and Binance 16 on Ethereum — Etherscan label snapshot, 2023 : Binance hot wallet on TRON — derived from our own chain data - roles such as main, splitter, parked and long-

running are our reading of the flows, not catalog labels

From other systems: ! the starting address 0x5227...2f8c came from public reports with Etherscan links; everything after it was traced in btc.artjomns.ai - ? that Oxee7a...4055 belongs to Binance comes from public reporting (Etherscan: Binance Hot Wallet 34); the btc.artjoms.ai catalog

has no label for it
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